HRZ

VPN guide for MacOS

What is VPN and what is VPN used for?

VPN stands for Virtual Private Network and offers the possibility to establish a secure and encrypted
connection via the insecure and public internet. The prerequisite for setting up a connection is an existing
Internet connection. It is necessary that the protocol is not blocked by the local provider.

In addition to encryption, when a VPN connection is established, the client is assigned an official Internet
address (IP address) from the address range of the University of Bonn and thus has access to services that are
otherwise only available to computers at the university.

Furthermore, the VPN connection can only be established after successful authentication with the University of
Bonn's Uni-ID.

Establishing a VPN connection to the VPN servers of the University of Bonn is currently required in the
following cases:

¢ Use of the WLAN at the University of Bonn

¢ Use of the vast majority of literature databases and electronic journals (eMedia) from home or on the
road

e Working from the home office

Please note that a service may be subject to further restrictions and VPN is not sufficient for access in all
cases.

Setting up VPN
There are two different servers:

¢ Connections from external or home:
https://unibn-vpn.uni-bonn.de
e Connections from the WLAN or the network of the University of Bonn internally:

https://unibn-wlan.uni-bonn.de



https://unibn-vpn.uni-bonn.de
https://unibn-wlan.uni-bonn.de
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Step by step guide

1. Calling up the download for the Mac client: https://ecampus.uni-
bonn.de/goto_ecampus_file 3251180 _download.html

eCampus | Lernplattform der Universitat Bonn

Magazin > Einrichtungen > Zentrale Einrichtungen > Hochschulrechenzentrum (HRZ) > HRZ-Downloads

= HRZ-Downloads

[QUENIEM Info  Einstellungen  Export  Rechte

Zeigen Verwalten Sortieren

Neues Objekt hinzufiigen ~

Dateien

f:_| anyconnect-linux64-4.10.07061-core-vpn-webdeploy-k9.sh
Zip 7,9 MB Heute, 12:42

ﬂ anyconnect-macos-4.10.07061-core-vpn-webdeploy-k9.dmg
¥
zip 23,0 MB Heute, 12:42

f:_| anyconnect-win-4.10.07061-core-vpn-webdeploy-k9.msi
zip 149 MB Heute, 12:33

2. Download Anyconnect for Mac OS (Uni-ID and password for login on eCampus needed)

The downloaded file with the extension .dmg is displayed in the Dock under Downloads, which must
then be unpacked in the Finder with a double click

3. Double-click the file to be installed, anyconnect-macos-xxx.pkg

& @ | AnyConnect VPN 4.7.04056

anyconnect-
macas-4.7.04 _eploy-k9 pkg


https://ecampus.uni-bonn.de/goto_ecampus_file_3251180_download.html
https://ecampus.uni-bonn.de/goto_ecampus_file_3251180_download.html
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4. Now the individual steps of the installation programme must be carried out.

# Einfilhrung

atfren]n,
CISCO

» Einflihrung
e Lizenz

],
CISCO

w AnyConnect Securs Mobility Client” installieren

Willkammen bei: AnyConnect Secure Mability Client

D wirst durch alle Schritte gefiihrt, die fiir die Installation
digsar Softwara erforderlich sind,

Fortfahren

W AnyConnect Secure Mability Client” installisren

Softwarelizenzvertrag

Supplemental End User License Agreemeant for
AnyCGonnect® Secure Mobility Client v4.x and other VPN-
related Software

IMPORTANT: READ CAREFULLY

Thin SBuppanenie End Lo Licerme Aonssmecd [ SEULAT cooles edclbonel eess ane
condiions for Ino Sobwars Product kzensed under fie End User Uconse Agresmant (ELLAT
et vvemt 1 o V0" R e e mearcs You A e o ceoes iy you rpneeent) and Gooc
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P assrmed L e i e ELLAL T D st | Bl Mo b confBe) Bl 150 Sanms
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I~ addion o the limbiadons. sat dords In the EULA on your nooass and uea of the Sobware, You
e W ocorply &l Al Bess will lha lewnd and condand proeded n e SEULA
DOAWKLOADING, METALLING, OF LISMNG THE SDFTWARE COMETITUTES ACCEFTANCE
OF THE AGREEMENT. A0 YO0 AAE BIKDING YOURSELF AND THE BUSINESE ENTITY
THAT ¥ REPRESENT [COLLECTIVELY. "CLISTOMER") T THE AGREEMENT. F YCU DO
HNOT AGHEE TOALL OF THE TERMS OF THE AGAEENMENT, THEN GISCO 15 UNAILLING TO
LICENEE THE SOFTWARE TO YOU ANMD %) YOU MAY NOT DOWHLOAD, INSTALL OF USE
THE SOFTWANE, AN (8] YOU WAY FIETUNN THE SOFTWANE (INCLUONG ANY
LNOPENED CD AAMCKAGE AND ANY WRITTEN MATERIALE] “OR A FULL REFUND, OR, F
THE SCFTWARE AWD WRITTEN WMATERIALS 4IE SUPPLIED &5 PRI OF ANGTHER
FRODUCT, ¥COL MY RETURN THE ENTIRE PRODUCT FOA A FULL REAUKD. YOUR RIGHT
TO FIETUMN AND NEFLUMED EXPPIES 31 DAYS AFTEN PLPICHASE FROM GECD N AN
ALTHORLEED SIEC0 RESELLER, AND AFPLIZEE OMLY IF YOU ARE THE OSKFNAL END

| i s

Drucken ... Sichern .. Zurick Fartlahren

w JAnyConnect Secure Mobility Client” installisren

[*]

Um mit der Installation der Software fortzufahren, musst du den
Softwarelizenzvertrag akzeptieren.

Klicke auf  Akzeptieren® um mit der Installation fortzufahren.
Klicke auf  Ablebnen”, um die Installation abzubrechen und zu beenden,

Lizenz lesen

Ablahnen Akzaptiaren
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] w AnyConnect Secure Mobility Client” installieren ]

Standardinstallation auf ,Macintosh HD*

Hierfir ist ein Speicherplatz von 23,2 MB auf deinem

@ Einfiik
Jeo Ll Computar arforderlich.

o Lizenz

e Diehwlkinee Klicke auf .Installieren”, um die Standardinstallation dieser
auswhhlen Software auf dem Laufwerk Macintosh HD" durchzufihren.

# Installationstyp

TINr
CISCO

Zuriick Installiaren

5. After clicking on the "Install" button, the user name and password of the computer must be entered in
order to finally carry out the installation.

7~ Installationsprogramm versucht, neue Software zu
installieren.

i 1
. Gib dein Passwort ein, um dies zu erlauben.

Benutzername: Mac-Benutzer

F‘as.swart; Iil.lll'..il.lll I

Abbrechen Software installieren
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6. A window appears with a request from the system not to block the Cisco AnyConnect Client.
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This instruction must be carried out by clicking on the button "Open settings"

’3. Aufmerksamkeit erforderlich

Cisco Systemerweiterung blockiert:

Ihr System erfordert, dass Sie die Cisco AnyConnect
Systemerweiterung in lhren Systemeinstellungen aktivieren, um die
AnyConnect-Fahigkeiten in vollem Umfang nutzen zu kdnnen.
Einige AnyConnect-Funktionen funktionieren erst dann
ordnungsgemadl, wenn die Cisco Systemerweiterung aktiviert ist.

Bitte aktivieren Sie die Systemerweiterung in lhren
Systemeinstellungen-> Sicherheit & Datenschutzbereich.

[ ] L e Security A Prascy

m Flsdmrt  Freesd  Priuscy

4 logis panrword has bess ot for thin s~ Charge Paseacrd..

B Recuice caawword S smoeoix B st pheap It SSTEEN EERRT SEGTE
¥ Ghow B essage When the soreen s lcked

Alaw pout Apvle Wehsh W Ut your K
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[ Ok the ok 30 ke changes,

Einstellungen offnen

) o JAryConnect Secure Mobility Client” installisnen [&]

Installation erfalgraich abgeschlossan

» Enflhrung

» Lizenz
o Zlehvolurme
auswahian

» Inslallslionsiyp . - .
2 Die Installation war erfolgreich.

» Zusammenfassung Die Software wurde Installiert.

atfran]n,
Cisco

7. The installation of the Cisco-AnyConnect Client is successfully completed.
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Using the AnyConnect Client

1. Search for and start Cisco AnyConnect via Lupe or Launchpad.
There, enter the VPN server for the external connection unibn-vpn.uni-bonn.de

|® @ AnyConnect aifuan]ns
Secure Mability Client CIsco
e VPN:

Ready to connect.

! unibn=vgn.uni-bonn .dd

2. Enter the University ID and the corresponding password here.

S—
Cisco AnyConnect | unibn-vpn.uni-bonn.de

=

Username; Uni-ID

Passwaord: J| [

concel | (T

3. The Cisco icon with lock appears in the dock.

Further note

If you want to use the VPN client within the university in order to be able to use certain services, you simply
have to enter the other VPN server address: unibn-wlan.uni-bonn.de when opening the Cisco client.

Afterwards, the desired connection can always be selected when restarting.


http://unibn-wlan.uni-bonn.de/

